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I. SETTING 

Medical Center 

II. PURPOSE

UC Davis Health is required under the Health Insurance Portability and Accountability Act (HIPAA) 
and under California’s Confidentially of Medical Information Act (CMIA) to protect the privacy of its 
patients and the security of information about them.  UC Davis Health also has a responsibility to 
protect the privacy of our employees and visitors. This policy and procedure outlines the 
expectations regarding photography or recording of patients, visitors, and workforce members. 

Use this policy and procedure in conjunction with UC Davis Health Administrative Policy 2393, 
Creating, Using, and Managing Images in the Medical Setting, to appropriately create, capture, and 
store Images, including photography and recordings.

III. DEFINITIONS

A. Legal Medical Record— the portion of the designated record set that would be released for 
legal proceedings or in response to a request for copies of a patient’s medical record.  See 
also UC Davis Health Administrative Policy 2309, Legal Medical Record Designation.

B. Media—any physical manner of storing information other than paper. Includes computerized 
media (e.g., flash drive, hard drive, CD, DVD, multimedia clips), photographs, images or 
films.

C. Images— visual images, including photographs or videos, and audio recordings. 

D. Clinical Images—Images that may be related to or used for clinical decision-making, and/or 
supporting or documenting clinical care or treatment. Clinical Images may come from clinics 
or from patients via MyChart. Includes images, audio and/or video recordings captured during 
a Telemedicine Encounter.

E. Research Images — Images used by any UC Davis Health research workforce member 
pursuant to an Institutional Review Board (IRB) approved research protocol. 

F. Academic Images— Images used by UC Davis Health workforce members for teaching and 
general education use at UC Davis Health, including information on online student learning 
platforms such as Blackboard, or in scholarly journals, or for external educational 
presentation purposes. For purposes of this policy, Images for a case study are considered 
Academic Images, unless otherwise noted. 

G. Public or Media Images— Images taken for news and/or documentary purposes by UC 
Davis, news media organization, campus organizations, non-profit agencies, documentary 
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film-makers, or other entities. 

H. Commercial Images — Images used in external advertising, public relations, fund-raising, 
commercial television, film, or other commercial purpose.

I. Photography —For the purpose of this policy, “photography” refers to any photograph or 
photographic reproduction, still or moving, including live television, live broadcast on social 
media platforms and/or applications, filming, and digital images, including through the use of 
electronic devices such as mobile phones and other hand-held devices.

J. Recording — For purposes of this policy, “recording” refers to any act or process of capturing 
sound by means of any electronic amplifying or recording device, other than by means of 
photography as defined above. 

K. De-Identified Images — Images which are not individually identifiable and for which there is 
no reasonable basis to believe that the information can be used to identify an individual. At a 
minimum, De-Identified Images must have removed the 18 identifiers of Protected Health 
Information (PHI) indicated in 45 CFR 164.514(b)(2)(i), which include but are not limited to 
demographic identifiers, any element of a date (other than a year) related to a patient 
including dates of service, and other identifying characteristics, such as distinguishing marks, 
tattoos, or retinal scans. Images are not De-Identified unless the information cannot be used 
alone or in combination with other information to identify the individual who is the subject of 
the information.

IV. POLICY

Patient photographs are subject to the laws governing confidentiality of medical information. It is the 
policy of the University of California, Davis Health that capturing Images, including photography or 
recording, is allowed only when the requirements set forth in this policy are met. This policy is 
intended to protect the confidentiality and privacy of patients and workforce members while allowing 
photography or recording under appropriate circumstances. Image capturing and creating will not be 
allowed if it interferes with the patient care or operations of UC Davis Health.

V. PROCEDURE/RESPONSIBILITY

A. Photography and Recording by UCDH

1. For Clinical Images

a. When photographing or recording the patient for clinical purpose, the patient 
or representative should be fully informed of the purpose of the photography 
and verbal consent should be obtained and documented in the patient’s 
medical record. 

b. All Clinical Images shall be created and managed pursuant to Administrative 
Policy 2393, Creating, Using, and Managing Images in the Medical Setting, 
and retained in the EMR pursuant to Administrative Policy 2307, Medical 
Record Documentation Standards 

2. For Research Images
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a. Images may be captured or created in relation to or as part of a research 
study pursuant to the IRB approved Protocol. Where the study receives an 
exempt determination from the IRB, Images may only be captured or created 
where they meet the standard for De-identified Images as defined in this 
policy. All Research Images shall be created and managed pursuant to 
Administrative Policy 2393, Creating, Using, and Managing Images in the 
Medical Setting.

b. Prior to using Images in a research study or Research Images which involve a 
patient and do not meet the De-identified Images standard, the patient must 
have signed the UC Davis Health Permission to Use Personal Health 
Information for Research authorization form. A copy of that signed 
authorization must be incorporated into the patient’s EMR or otherwise 
retained as indicated in Administrative Policy 2393, Creating, Using, and 
Managing Images in the Medical Setting. See also Administrative Policy 2317, 
Documentation of Research Patient Status in the Electronic Medical Record 
(EMR) and Administrative Policy 2306, Legal Medical Record Content/Core 
Elements.

3. For Academic Images

a. Prior to using Images captured or created for an academic purpose and/or 
Academic Images, or for case studies or other educational publication, the 
patient must have signed the Authorization for the Use and Disclosure of 
Multimedia and Protected Health Information (PHI) for Educational Purposes, 
Publications, or Presentations, Attachment 1. All Academic Images shall be 
created and managed pursuant to Administrative Policy 2393, Creating, Using, 
and Managing Images in the Medical Setting.

b. A copy of signed Authorization must be incorporated into the patient’s EMR as 
indicated in Administrative Policy 2393, Creating, Using, and Managing 
Images in the Medical Setting. 

c. Under limited circumstances, De-identified Images may be use for academic 
purposes such as teaching and/or case study or journal publication. See 
Administrative Policy 2393, Creating, Using, and Managing Images in the 
Medical Setting.

4. For Public or Media Images or Commercial Images

a. Photography and recordings meeting the definition of Public or Media Images 
is subject to approval and supervision of the Public Affairs and Marketing 
Department. Contact extension 4-9040 for assistance.

b. All Commercial Images photography or recording, including that intended to 
promote UC Davis Health, must be approved, in advance, and supervised by 
the Public Affairs and Marketing Department at extension 4-9040.

c. Photography or recording by outside organizations requires oversight by the 
Public Affairs and Marketing Department. At the discretion of Public Affairs, 
anyone who engages in photography or recording that is not a UC Davis 
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Health workforce member may be asked to sign an appropriate Confidentiality 
Statement to protect the confidentiality and privacy of the subject patient and 
all other patients who may be in the vicinity. Such photography or recording 
must also comply with Administrative Policy 2418, Disclosing Protected Health 
Information (PHI) to the Media and Public. 

1) Appropriate notice must be given if photography or recording occurs in 
UC Davis Health facilities, such as posting signs in public areas. 

2) News crews must wear proper media credentials.

d. Prior to the taking of Public or Media Images or Commercial Images, the 
patient or their legal representative must provide written authorization by 
signing the Authorization to Use and Disclose Protected Health Information 
(PHI) for Media and Other Related Purposes, Attachment 2. 

1) If an Image of the patient is being captured or created for the purpose 
of advertising or selling of goods or services, then the patient must also 
sign the Consent to Photograph and Authorization to Use Image and 
Likeness for Advertising and Marketing Purposes, Attachment 3.

e. Public or Media Image and Commercial Images should be created and 
managed pursuant to Administrative Policy 2393, Creating, Using, and 
Managing Images in the Medical Setting, including that a copy of all signed 
Authorization must be incorporated into the patient’s EMR. If the photography 
or recording includes third parties (other than the patient) such as staff, 
visitors, students or trainees, their consent must be obtained, except for 
photography or recording of non-confidential communications in public areas 

f. All photographs should model current safety measures and best practices.

5. For Abuse Reporting and Law Enforcement

a. If the photographs or recordings will be used for purposes of diagnosing or 
reporting possible abuse, including child abuse, consent is not required. For 
further information see Administrative  Policies 1528, Reporting and 
Management of Suspected Child Abuse, Neglect and Sexual Abuse; 1531 
Reporting of Elder/Dependent Adult Abuse or Neglect; and 1533 Reporting 
Suspected Domestic Violence. 

b. Images for abuse reporting should be maintained in the EMR.

c. If the patient’s ability to give consent is impaired, and if the physician or law 
enforcement officer determines that photographs or recordings are necessary 
to preserve evidence of the patient’s physical condition or to aide in 
establishing the identity of unidentified patients (“Doe”), the physician may 
authorize the photographs or recording. Risk Management should be 
contacted as appropriate in these situations for further guidance. The 
physician should document this determination in a dated and timed note in the 
patient’s medical record. If a law enforcement officer requested the 
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photographs or recording, the officer’s name and badge number shall be 
documented in the medical record. 

6. A new authorization form must be signed for each new round of photography 
or recording, appropriate to the type of use for which the Image(s) is intended.

7. When an authorization is required, the workforce member requesting the 
photography or recording is responsible for obtaining appropriate 
authorization(s) for the intended uses of the Images.  

B. Photography or Recording by Patients, a patient’s family member or a visitor

1. There shall be no photography or recordings permitted by patients, except under the 
limited exceptions provided in this policy. 

2. A patient may request their own patient encounter be recorded or photographed if it is 
related to patient care. Such requests may be granted at the discretion of the treating 
provider and only when it is in the interest of the patient and provider, if the 
photograph or recording facilitates care or is otherwise appropriate under clinical 
judgement, and if appropriate privacy protocols are followed. 

a. Photography or recording by patients is allowed only in patient rooms and/or 
discrete patient treatment areas, or as otherwise indicated by this policy.

b.  Verbal or written consent from all individuals in the photograph or recording 
area, including staff, is required. Patients are not permitted to take 
photographs or record other UC Davis Health patients, workforce members or 
visitors without the express prior consent of those individuals appearing in the 
photograph or recording. 

3. Per California Penal Code Section 632, it is illegal for anyone to intentionally and 
without the consent of all parties to record a confidential communication by means of 
any electronic amplifying or recording device.

4. If a workforce member or visitor is photographed or recorded by another without 
their consent, they should:

a. Make clear they do not consent to the photograph or recording.

b. Request that the photograph or recording be deleted. 

c. If the request is met with resistance, the workforce member should contact 
their immediate supervisor who will contact the on-duty nurse manager. Risk 
Management and UCDPD may be contacted as appropriate for further 
guidance.

d. See Attachment 4 for Frequently Asked Questions.

5. University Birthing Suites— Photography or recording undertaken by the patient, 
patient’s family member or visitor at the request of the patient is permitted during 
labor and after delivery and/or stabilization of mother/newborn. No photography or 
recording will be permitted at any time, during delivery, during stabilization of 
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mother/infant or during any procedure. This information shall be discussed with 
expectant parents as early as possible in the physician-patient relationship and 
documented in the patient’s medical record.

C. Violation of this policy which results in unauthorized photography or recording should be 
immediately reported to the UC Davis Health Compliance Department by calling 734-8808 or 
by e-mail:  hs-privacyprogram@ucdavis.edu, and to the workforce member’s immediate 
supervisor.  

VI. REFERENCES

Administrative Policy 1302, Protected Health Information/Personal Information Breach Notification

Administrative Policy 2307, Medical Record Documentation Standard 

Administrative Policy 2315, Incorporating Paper Records/Media into the EMR

Administrative Policy 2393, Creating, Using, and Managing Images in the Medical Setting 
California Penal Code section 632
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